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Subtle Bugs

Only weak bugs have a logic to them and are amenable to exposure by 
strictly logical means. Subtle bugs have no definable pattern - they are 
wild cards.

- Boris Beizer, 1990



High Volume Automated Testing

The essence of [these] techniques is automated execution and 
evaluation of large numbers of tests, for the purpose of exposing 
functional errors that are otherwise hard to find.

- McGee & Kaner, 2004



Bounded Exhaustive Testing

Bounded exhaustive testing (BET) is a verification technique in which 
software is automatically tested for all valid inputs up to specified size 
bounds.

- Coppit et al, 2005



Typical Biases to Beware

•Developers – “happy paths”

• Testers – “a nose for bugs”



CodeProject: Sorting Algorithms in C#



The Sorting Algorithms



Popular …



Recommended …



… with cool implementations!

( You can try out the above implementation at http://www.brian-borowski.com/Software/Sorting/ )

http://www.brian-borowski.com/Software/Sorting/


… despite some dark clouds on the horizon



The programmers thought about testing …

. . .

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/


… they wrote unit tests …

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/


… even some randomized tests

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/


but many 
bugs survived 
those tests …

(click the image to play the video)



So, here’s our simple high volume 
automated testing approach…



Start with Pre-Oracled Data

0 1 2 3 4 5

2 5 0 3 1 4

0 1 2 3 4 5

shuffle

sort

compare



And Run a Simple Test Loop



Shearsort demo #1

This output is OK.



Shearsort demo #2

This output is wrong!



Shearsort bug 



Shearsort bug
- fixed



Heapsort bug



Heapsort bug
- fixed



OddEvenTransport bug



OddEvenTransport bug
- fixed



Distribution of Buggy Array Sizes



Distribution of Buggy Array Sizes

Bug is not detected
at array size 1000



# of Random Array Attempts to Detect a Bug



Generated
Unit
Tests



Takeaways

×HVAT is a great addition to your toolkit if you want to test
• billions of scenarios,
• at very low cost,
• to find bugs quickly,
• and in unexpected places.

×Bounded exhaustive testing covers a subdomain extremely well.
• Choosing a good subdomain takes thought.

×Random testing distributes inputs well over a domain
• Keeping the randomness unbiased takes thought.


