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Subtle Bugs

Only weak bugs have a logic to them and are amenable to exposure by
strictly logical means. Subtle bugs have no definable pattern - they are
wild cards.

- Boris Beizer, 1990



High Volume Automated Testing

The essence of [these] techniques is automated execution and
evaluation of large numbers of tests, for the purpose of exposing
functional errors that are otherwise hard to find.

- McGee & Kaner, 2004



Bounded Exhaustive Testing

Bounded exhaustive testing (BET) is a verification technique in which
software is automatically tested for all valid inputs up to specified size

bounds.
- Coppit et al, 2005



Typical Biases to Beware

* Developers — “happy paths”
e Testers — “a nose for bugs”



CodeProject: Sorting Algorithms in C
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The Sorting Algorithms

« Bidirectional Bubble Sort

» Bubble Sort

« ComboSortl1l

« Double Storage Merge Sort (utilizes setter)
« Fast Quick Sort (utilizes setter)

» Heap Sort

« In Place Merge Sort (utilizes setter)

« Insertion Sort (utilizes setter)

« Odd-Even Transport Sort

* Quick Sort

» Quick Sort With Bubble Sort (utilizes setter)
« Selection Sort

« Shaker Sort

» Shear Sort

+ Shell Sort



Popular ...

'WINDOWS
DEVELOPER
POWER TOOLS

Turbocharge Windows development with 170+ free tools

O’'REILLY* James Avery & Jim Holmes

4.8 Sorting Algorithms in G# with NSort

The NSort Library is a collection of sort methods utilizing customizable swap and
compare methods. You can select an appropnate sort algorithm based on the data
requirements, and, for complex data types, you can implement a custom comparer.
You can also customize the swap method to accommodate any special requirements
when swapping two data elements and easily exchange one sort algorithm for
another using the ISort interface.

@ NSort Library at a Glance

Tool NSort Library

Version covered 1.0

Home page https/fwww.codeproject.comfesharpfessorters.asp
Power Tools page  httpsfwww, windevpowertools.comftools/ 143
Summary A collection of sorting algorithms in an extensible framework
Licensetype  Unknown
Online resources  Code Project article at hitp:fwwur codeproject. comicsharplessorters.asp, forum
Supported Frameworks NET 1.1, 2.0

Getting Started

NSort's sorting algorithms were written in C# with version 1.1 of the .NET Frame-
work. They can also be used with C# 2.0 and version 2.0 of the NET Framework,

4.8 Sorting Algorithms in C# with NSort 185



Recommended ...

£ c# - How can I sort an array of strings? - Stack Overflow - Windows Internet Explorer ;II_:I_'_&J

@’J @ | &/ http://stackoverflow.com/questions/327857/how-can-i-sort-an-array-of-strings _v_I @ ¥y 2| c# - How canIsort ... X I_I {FI} D rgiﬁ

| A
4. Use NSort

o | ran across the NSort library a couple of years ago in the book Windows
Developer Power Tools. The NSort library implements a number of sorting
algorithms. The main advantage to using something like NSort over writing your
own sorting is that is is already tested and optimized.

share | improve this answer answered Nov 30 '08 at
1:33
B¢ Jason Jackson
10.9k « 12956

v
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... with cool implementations!

B shearsort Demo B = |I:I |1]
Shearsort Demo
~Shearsor Algorithm Array Data
SHEARSORT (&)
1, log <- 0, pow <- 1, rows <- 1 I876543210 Start

2. for i <- 1 to sgrt(length[&])

3. do if length[A] ¥ 1 =10

4. then rows <- 1

5. cols <- length[4] / rows

6. while (pow <= rows)

7. do pow <- pow * 2; log <- log + 1
8. for k <- 0 to log-1 do

9. for j <- 0 to col/2-1 do

10. for i <- 0 to rows-1 do

11. S0RT(i*cols, (i+l)*cols, 0, 1, i%2==0)
1z. for i <- 0 to rows-1 do

133 S0RT (i*cols, (i+l)*cols, 1, 1, i%2==0)
14. for j <- 0 to rows/2-1 do

15. for i £- 0 to cols-1 do

16. S0RT(i, rows*cols+i, 0, cols, true)
BB for i <- 0 to cols-1 do

18. S0RT({i, rows*cols+i, cols, cols, true)
19. for j <- 0 to cols/2 do

20, for i <- 0 to rows-1 do

21. S0RT(i*cols, (i+l)*cols, 0, 1, true)

22. for i <- 0 to rows-1 do

23. SO0RT (i*cols, (i+l)*cols, 1, 1, true)

SORT (lo, hi, offset, n, up)
1. j <- lo + offset
2. while (j4n < hi) do

e if up && &[J] > &[J+n] or 'up && A[J] < &[j4n]
4. then exchange A[3] <-> A[j4n]
5. j<-3jJ+2*n

[ Enter up to 25 integers, each followed by a space. ]

— Speed Cantrols

20
Fause _)J Zlear |
Delay in msec.
—Array and Pointers
log:l pow: rows: [ cols: |
i I k: [ | n ‘
lo: hi: up: [ offset |
—Algorithm Statistics
Comparisons: I Exchanges: I
—User Options
No Graphicsl Legend | Help | About I

( You can try out the above implementation at http://www.brian-borowski.com/Software/Sorting/ )



http://www.brian-borowski.com/Software/Sorting/

... despite some dark clouds on the horizon

e Sorting Algorithms In C# - CodeProject - Windows Internet Explorer
@i}' Iﬂ http://www.codeproject.com/Articles/6033/Sorting-Algorithms-In-C j % Nt E Sorting Algorithms L.. X | |

Speaking of which, beware of the fast quicksort algorithm--the unit test fail on this once, but since the test data is
randomly generated, it hasn't been reproduce!



The programmers thought about testing

£ What does it take to test a sorting routine? | The Reinvigorated Programmer - Windows Internet Explorer

@-’\ ,@htm reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/ LI 8 vy @Whatdoesittaketo... xl

How do we test for correctness?

So as it turns out, the simplest approach is just to test against a known-good sort

routine. Since pretty much every environment has one of these, it’s easy to do;

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/



http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/

... they wrote unit tests ...

My testing script

In case anyone cares, then, here is the complete testing script that I used:

tests = [
(1.
[ @1,
[ @ @],
% 2, @,]@ 1
2, 1 ],
[ 1, @],
[ @, 1, 2],
[ &8 2, 1],
[ 1,8, 2],
[ 1, 2, @],
[ 2,8, 1],
[ 2,1, @],
[ 8, 1, 1],
[ 1,8, 1],
[ 1, 1, @],
[ 1, 2, 3, 4, 5, 6, 7, 8, 9, 18 ],
[ 12, 9, 8, 7, B, 5, 4, 3, 2, 1],
[ 42, 9, 17, 54, 682, -3, 54, 999, -11 ],
[ -11, -3, 9, 17, 42, 54, 54, 682, 999 ],
]

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/



http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/

... even some randomized tests

random_tests = []
10.times do
a =[]
rand(122).times do
a << rand(1020000)-522000
end
random_tests << a
end

ntests = @

nok = @

(tests + random_tests).each with_index do |a, i|
copy = a.clone
selection_sort! (copy)
if (copy == a.sort)

nok += 1
else

puts "failed test #{i}: [#{a.join(' ')}] -> [#{copy.join(’ ")}]1"
end
ntests += 1

end
printf "passed %d of %d tests (¥d¥X¥)\n"., nok. ntests. 1@0*nok/ntests

http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/



http://reprog.wordpress.com/2010/05/20/what-does-it-take-to-test-a-sorting-routine/

out many
Ougs survived
those tests ...

(click the image to play the video)
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Shearsort Demo

—Shearsort Algorithm

SHEARSORT (&)

1, log <- 0, pow <- 1, rows «£- 1

2. for i <- 1 to sgrt(length[a])

3. do if length[A] %$ 1 =0

4, then rows <- 1

5. cols <- length[A] / rows

6. while (pow <= rows)

7 do pow <- pow * 2; log <- log + 1
8. for k <- 0 to log-1 do

9. for j <- 0 to col/2-1 do

10. for i <- 0 to rows-1 do

11. S0RT{i*cols, (i+l)%*cols, 0, 1, i%2==0)
1z, for i <- 0 to rows-1 do

15655 SORT (i*cols, (i+l)*cols, 1, 1, i%2==0)
14. for j <- 0 to rows/2-1 do

15. for i <- 0 to cols-1 do

16. S0RT(i, rows*cols+i, 0, cols, true)
17. for i <- 0 to cols-1 do

18. S0RT(i, rows*cols+i, cols, cols, true)
19. for j <- 0 to cols/2 do

20, for i <- 0 to rows-1 do

21. SO0RT(i*cols, (i+l)*cols, 0, 1, true)

22. for i <- 0 to rows-1 do

23. SO0RT{i*cols, (i+l)*cols, 1, 1, true)

SO0RT (lo, hi, offset, n, up)

1. J £- lo + offset

Z. while (j+n < hi) do

3. if up && A[J] > A[j+n] or 'up && A[J] < A[j4n]
4. then exchange A[3] <-> A[34n]

5. j<-jJ+2*n

Array Data

P16345270
[ Enter up to 25 integers, each followed by a space. |

Start"

—Speed Controls
20

<« |

Delay in msec.

Pauce |

_)J (Zlear I |

—Array and Pointers

log: I_ pow: l_ rows: [— cols: |—
i I_ i l__ k: l_ n: l_
lo: l_ hi: l_ up: ,7 offset: ,—
—Algorithm Statistics
Comparisons: I_ Exchanges: r— |
—User Options
NoGraphics | Legend | Hetp |  Apour |




So, here’s our simple high volume
automated testing approach...



Start with Pre-Oracled Data

0 1 2 3 4 5
shuffle (

2 5 0 3 1 4 compare
sort (



And Run a Simple Test Loop

uint arraySize = (uint)random.MNext(minArraySize, maxArraySize);
oracleData = GenerateTestDatal(arraySize ...);

workingCopy = new int[oracleData.length];
oracleData.CopyTo(workingCopy, 8);
FisherYatesShuffle(workingCopy);

if (!SortTest((uint)workingCopy.Length))
1

passOverall = false;



Shearsort demo #1

[l ]

Shearsort Demo

—Shearsort Algorithm

SHEARSORT (&)

1. log <- 0, pow <- 1, rows <- 1
2. for i <- 1 to sgrtilengthli])
3 do if length[4] % 1 = 0O

4. then rows <- 1

5. cols <- length[A] / rows

6. while (pow <= rows)

7

g

Array Data

|8?554321D
[Enterupto 25i

Start |

ntegers, each followed by a space. ]

—Speed Controls

< |

20

_PI Eear |

Delay in msec.

do pow <- pow ¥ Z; log <- log + 1 Pause |
. for k <- 0 to log-1 do
9. for j <- 0 to col/fZ-1 do il
10, for i <- 0 to rows-1 do E
11. SDRTI:i*CDlS; fi+l:I*CDlS, D, . @ Shearsnr‘tcgmpmte_
1z, for i <- 0 to rows-1 do
13. S0RTi(i%cols, (i4+l)¥%cols, 1, !
14. for § <- 0 to rows/2-1 dao DKl
15. for i <- 0 to cols-1 do
15, S0RT(i, rows*cols+i, 0O, cols; Truey
17. for i <- 0 to cols-1 do
15. S0RT(i, rows*cols+i, cols, cols, true)
19, for j <- 0 to cols/Z do —
20. for i <- 0 to rows-1 do log: |2 pow:
21. SORT(i*cols, (i+l)*cols, 0O, 1, true) i |2 i
22, for 1 <- 0 to rows-1 do [—— .
23. SORT({i%*cols, (i+l)*cols, 1, 1, true) lo: hi:

SO0RT (lo, hi, offzet, n, up)
1. j <- lo + offset
2. while (j4+n < hi) do

S if up s& A[J] > A[J+n] or 'up && A[]] « A[J4+n]
4. then exchange A[3] <-> A[J+n]
5 j<-j+2*%n

012345678
[o]s]2]s]a[s[e]7]s]

4 rows: |3 cols: |3
1 k: n:

up: offset:

—Algorithm Statistics

Comparisons: IBE Exchanges: IEEI

—User Options

Mo Graphics |

Legend | Help | About |

876543210

This output is OK.



1.
2.
3.
4,
3

Shearsort demo #2

Shearsort Demo

S0RT [(lo, hi, offset, n, up)

j <- lo + offset
while [j4+n < hi) do

if up && A[J] ® A[J+n] or 'up && A[J] < A[3+n] [ UserOplions
then exchange A[]] <->= A[j+n]

j<-j+2*n

[l ]

[ Enter up to 25 integers, each followed by a space. ]

Start |

< |

20

_PI Elear |

Delayin msec.

012345878

of1]a]z]s]e[a]7]e]

—Shearsart Algarithm Array Data
SHEARSORT (4)

l. log <- 0, pow <<- 1, rows <- 1

2. for 1 <- 1 to sgrtilength[A]) |8153452?D

3. do if length[4] £ 1 =0

4d. then rows <- 1

5. cols <- lengthl[i] / rows [ lpeed Lol

6. while (pow <= rows)

7. do pow <- pow ¥ 2; log <- log + 1 Pause |

. for kE <- 0 to log-1 do

a. for j <- 0 to colifZ2-1 do il
1a, for i <- 0 to rows-1 do E
11. SDRTI:i*CDlS; I:i+l:|*CDlS; D; i @ Shearsnr‘tcgmpmte.

1z. for i <- 0 to rows-1 do

13. 30RT(i%cols, (i+1)*%cols, 1, !

14. for j <- 0 to rows/2z-1 do DK' |
15. for i <- 0 to cols-1 do

164, S0RTii, rows*cols+i, 0, cols; TrueE]

17. for i <- 0 to cols-1 do

15. 50RT(i, rows*cols+i, cols, cols, true)

19. for j <- 0 to cols/Z do —

20, for i <- 0 to rows-1 do log: |2 pow:
21. S50RT(i*cols, (i+l)*cols, 0O, 1, true) i 2 i
22, for i <- 0 to rows-1 do —— )
23, SDRT(i*cols, (i+l)*cols, 1, 1, true) lo: hi:

4 rows: |3 cols: |3
- 1 K n:
up: offset:

—Algorithm Statistics

Comparisons:

|35 Exchanges: I‘l?

Mo Graphics |

Legend | Help | About |

616345270

This output is wrong!



S h e a rS O rt b u g public override void Seort{IList a)

1
int pow = 1;
log = B;
rows = 1;
for (int 1 = 1; i <= (int)Math.Sgrt(a.Count); i++) {
if (a.Count % 1 == @)
rows = 1i;
¥
cols = a.Count / rows;
while (pow <= rows) {
pow *= 2;
log += 1;
h
for (int k = @; k < log; k++) {
for (int §j = 8; j < «cols / 2; j++) {
for (int 1 = 8; 1 < rows; i++)
sort( a, i¥*cols, (i+1)%cels, @, 1, 1 % 2 == 8);
for (int 1 = 8; 1 < rows; i++)
sort( a, i¥*cols, (i+1)*cols, 1, 1, 1 % 2 == 8);
¥
for (int j = 8; J < rows / 2; j++) {
for (int 1 = 8; 1 ¢ cols; i++)
sort( a, 1, rows*cols+i, @, cols, true);
for (int 1 @; i < cols; i++)
sort( a, i, rows¥*cols+i, cols, cols, true);

¥
¥
for (int j = @; j <= cols / 2; j++) {
for (int 1 = 8; 1 < rows; 1i++)
sort(a, i*cols, (i+1)*cols, @, 1, true);
for (int 1 = 8; 1 < rows; 1i++)
sort(a, i*cols, (i+l1)*cols, 1, 1, true);



S h e a rS O rt b u g public override void Seort{IList a)

1

° int pow = 1;
- fixed
rows = 1;

for (int 1 = 1; i <= (int)Math.Sgrt(a.Count); i++) {
if (a.Count % 1 == 8)
rows = 1i;
¥
cols = a.Count / rows;
while (pow <= rows) {
pow *= 2;
log += 1;
¥
for (int k = 8; k < log; k++) {
[for (int §j = @; j <= cols / 2; j++) {]
for (int 1 = 8; 1 < rows; i++)
sort( a, i¥*cols, (i+1)%cels, @, 1, 1 % 2 == 8);
for (int 1 = 8; 1 < rows; i++)
sort( a, i¥*cols, (i+1)*cols, 1, 1, 1 % 2 == 8);

¥
for (int j = 8; J < rows / 2; j++) {
for (int 1 = 8; 1 ¢ cols; i++)
sort( a, 1, rows*cols+i, @, cols, true);
for (int 1 = 8; i < cols; i++)

sort( a, i, rows¥*cols+i, cols, cols, true);
¥
¥
for (int j = @; j <= cols / 2; j++) {
for (int 1 = 8; 1 < rows; 1i++)
sort(a, i*cols, (i+1)*cols, @, 1, true);
for (int 1 = 8; 1 < rows; 1i++)
sort(a, i*cols, (i+l1)*cols, 1, 1, true);



Heapsort bug

public override void Sort(IList list)
1

int n;

int 1i;

n = list.Count;
for (1 = n / 2;158;1--)

DownHeap(list, i, n);

Swapper.Swap(list, @, n-1);
n=n - 1;
DownHeap(list, 1, n);

} while (n>1);




Heapsort bug
- fixed

public override void Sort(IList list)
{

int n;
int 1i;

[if (list.Count < 1) PEtUPnj]
n = list.Count;

for (1 = n / 2;158;1--)

i

DownHeap(list, i, n);
¥
do
{
Swapper.Swap(list, 8, n-1);
n=n - 1;
DownHeap(list, 1, n);
} while (n>1);




OddEvenTransport bug

public class OddEvenTransportSorter SwapSorter
i
public OddEvenTransportSorter()
:base()
{
this.Name = "OddEvenTransportSorter”;
¥

public OddEvenTransportSorter{IComparer comparer, ISwap swapper)
:base(comparer, swapper)

1

this.Name = "OddEvenTransportSorter™;

¥

public override void Sort(IList list)

{
for (int 1 = 8; 1 < list.Count/2; ++i )
{
for (int j = 8; j+1 < list.Count; j += 2}
i
if (Comparer.Compare(list[j], list[j+1])>8)
Swapper.Swap(list,j,j+1);
¥
for (int J = 1; j+1 < list.Count; J += 2}
i
if (Comparer.Compare(list[j],1ist[j+1])}>0)
Swapper.Swap(list,j,j+1);
¥
¥
I




OddEvenTransport bug
- fixed

public class OddEvenTransportSorter SwapSorter
i
public OddEvenTransportSorter()
:base()
{
this.Name = "OddEvenTransportSorter”;
¥

public OddEvenTransportSorter{IComparer comparer, ISwap swapper)
:base(comparer, swapper)

1

this.Name = "OddEvenTransportSorter™;

¥

public override void Sort(IList list)

{
for (int 1 = 8; 1 <= list.Count/2; ++i )
{
for (int j = 8; j+1 < list.Count; j += 2}
i
if (Comparer.Compare(list[j], list[j+1])>8)
Swapper.Swap(list,j,j+1);
¥
for (int J = 1; j+1 < list.Count; J += 2}
i
if (Comparer.Compare(list[j],1ist[j+1])}>0)
Swapper.Swap(list,j,j+1);
¥
¥
I




Distribution of Buggy Array Sizes

RO AR LR DDLU R LU TR DL UL LD LR L DL DL LR DL DL L LD LD UL L L LR L DL LR D LD R L L
1 51 101 151 201 251 301 351 401 451 501 551 601 651 701 751 801 851 901 951 1001 1051 1101 1151




Distribution of Buggy Array Sizes

Bug is not detected
at array size 1000

RO AR LR DDLU R LU TR DL UL LD DL D L DL R DL DL L LD LD UL LI L LR L DDLU L D LD LR L L
1 51 101 151 201 251 301 351 401 451 501 551 601 651 701 751 801 851 901 951 1001 1051 1101 1151




#f of Random Array Attempts to Detect a Bug

b .JL‘.MJ.]..J.M.L....J.........J...mll.|il..1..ﬂl.d bk hL.lldh m.m.uw..a.lLll...a.a.Lu.m.h. I P A

&0 751 80



Generated
Unit
Tests

E| ReleaseMNSortTestLog.txt - Notepad
File Edit Format View Help

ShearSorter
ShearSorter: sort bug, attempt #155, failure #3
ShellSort
mwmw®  REGRESSION TESTS (=wwm=Ex
£/ <Summary >
///Regression test generated by TDD++ tool.
S /< Summary »
[TestMethod]
[Testlategory("RegressionB")]
public void BeatFastQuickSorterét()
{
sorter = GetSorter(Sorterlame.FastQuickSorter);
oracleData = new int[6] {
1, 2, 3, 4, 5, 6
¥
workingCopy = new int[6] {
1, 2, 5, 3, 4, 6
¥
Assert.IsTrue(SortTest(6, true), "Sorting array of 6 integers.”);

¥

S/ <Summary»

[/ /Regression test generated by TDD++ tool.
Jf </ Summary >

[TestMethod]

[TestCategory("RegressionB")]

public void BeatHeapSort@()

{

sorter = GetSorter(Sorterlame.HeapSort);

oracleData = new int[] {};

workingCopy = new int[] {};

Assert.IsTrue(SortTest(@, true), "Sorting array of @ integers.”);
¥




Takeaways

x HVAT is a great addition to your toolkit if you want to test
* billions of scenarios,
e atvery low cost,
* to find bugs quickly,
* and in unexpected places.

X Bounded exhaustive testing covers a subdomain extremely well.
* Choosing a good subdomain takes thought.

X Random testing distributes inputs well over a domain
 Keeping the randomness unbiased takes thought.



